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The Curse of Service: Civil Liability for Conputer Security
Pr of essi onal s

l. ABSTRACT:

This article provides an overview of the potential exposure to
civil liability faced by any individual, conpany, or governnent agency
for their use, or lack, of information systens security. Included is an
analysis of liability arising fromclains of failure to adequately
protect sensitive information in one's care, failure to prevent a system
under one's control frombeing used to facilitate tortuous or crinna
conduct, and liability arising fromthe provision of security products
and services to others. This article is intended only as an exami nation
of liability resulting from unauthorized access to an information
system Potential liability resulting fromthe use of a system by an
aut hori zed user, acting within their authorization, is beyond the scope
of this article. The article organized by potential source of
liability, each of which is prefaced by an illustrative, hypothetica
fact pattern.

. I NTRODUCTI ON

One who gai ns unaut horized access to an informati on system (the
archetypal "hacker"), or uses a systemin excess of authorization they
possess, is subject to crimnal prosecution under a variety of state and
federal |laws. The wongdoer is |ikew se responsible for conpensating
those injured by their acts. However, in practical terns, this is of
little reassurance to the injured parties. Those responsible for
security breaches are often inpossible to identify, and if identified
are rarely capable of paying for the danmge they have caused.

Any information systemrelied upon by a business or governnment
entity is vicariously relied upon by all of those who depend on the
entity. Thus literally anyone who interacts with the entity is
potentially harned if the systemis damaged or conpronised. If one's
failure to provi de adequate security harns another, it hardly requires a
great leap of inagination to predict that the other will ook to himfor
conpensation. Wile there have been very few suits of this kind as yet,

t he increasi ng dependence upon infornmation systens, and the tendency of
any injured party to seek the deepest pockets avail able, suggest that
they may beconme common in the near future.

Wil e this nmay suggest nearly infinite liability, such liability
is limted, both by specific | aws enacted to protect certain kinds of
i nfornmati on, and by the contours of the traditional |egal doctrines
whi ch make one party responsi ble for another's injury.

[11. FAILURE TO PROTECT SENSI TI VE | NFORVATION I N ONE' S CARE

Scenario: A nmajor online retailer's custoner database is conprom sed.
Several hundred credit card nunbers are stolen. The thieves nake

nunmer ous purchases with the stolen cards, and vanish. The cards' issuing
banks, who bear the brunt of the |oss, now contend that the retailer's
failure to adequately secure their infornmation systemis the cause of
the I oss, and have filed suit.

Many conpani es and government agenci es are custodi ans of
i nfornmati on the disclosure or nodification of which could cause injury
to others. Unless |legislation has been enacted specifically requiring
the protection of the type information in question, the custodian's



liability will be neasured under the traditional |egal concepts of tort
and contract.

In the past, npst disputes over faulty computer systens have
ari sen between parties who have had prior dealings with one another
typically the provider of the faulty systemand it's buyer. As a result,
the allocation of responsibility for the resulting | oss has been
controll ed by the express or inplied contract between the parties.
However, as the above hypothetical scenario suggests, the grow ng
dom nance of the information systemas a way of doi ng business
increasingly allows a systemfailure to injure those who have had no
direct contact with the systenis operator. No legal fiction will create
a contract between the banks and the retailer

In such a case, the injured party may bring a civil |awsuit
al | egi ng negligence. Wile the | aw of negligence varies somewhat from
state to state, the fundamental concepts are fairly uniform The
defendant in such a lawsuit is only responsible for the other’s injury
if he or she was legally required to use reasonable care to avoid the
harmthat occurred, and failed to exercise such care, causing the
injury.

This legal requirenent is known as a duty, and the critica
gquestion in a lawsuit alleging i nadequate conputer security wll be
whet her the court will inpose a duty upon an information custodian to
prevent the unauthorized disclosure or nodification of information in
his or her care. The court will typically not inpose a duty if the harm
that occurred was not a foreseeable result of the defendant’s acts.
However, in the hypothetical given, harmto the issuing banks is a
highly foreseeable result of the retailer’s failure to provide reliable
conputer security.

Once it has been established that the injury was foreseeable, the
decision to inpose a duty becones a policy choice. Wwo, in the court's
opi nion, should be held responsible for the injury? The court generally
grounds this decision on it's view of how best to prevent future injury,
and the consequences to the greater community of inposing a potentially
onerous duty to prevent this kind of injury.

These policy factors seemto weigh in favor of inposing a duty of
reasonabl e care upon the information custodian. Only the custodian is in
a position to prevent this harmfromrecurring, and requiring the
custodian to provide reliable security is not unduly onerous, in view of
t he existence of neans of protecting against all but the npost determ ned
attacks.

One factor which nmay wei gh against the inmposition of a duty is the
so-cal l ed "econonmic loss rule". Under this rule the defendant is not
liable for purely econom ¢ damage (as opposed to personal injury or
property damage) caused to another by his negligent acts. In other
wor ds, he does not have a duty to avoid causing such a loss. This rule
was an attenpt by early, nore conservative courts to linit potentia
liability that was perceived as di scouragi ng busi ness growth. The rule,
as a categorical denial of liability, is the subject of increasing
academ c and judicial criticism and is giving way, in many
jurisdictions, to a nore bal anced policy decision, which weighs the many
soci al concerns. However, it is still the lawin some states.

The "economic loss rule" presents other conplications in terms of
i nformati on security. The |ine between econom ¢ | oss and property danage
is at best vague. Whether to characterize danage to the val ue of



i nfornation, caused by it's nodification or disclosure as property
damage, or merely econom c harm presents a conplicated question on
whi ch the courts have differed.

VWhile no identified court case has addressed the issue, it appears
likely that a court doing so today would i npose a duty upon the
custodi an. Once a duty has been inposed, it would require the custodian
to use reasonable care to prevent the unauthorized disclosure or
nodi fication of the sensitive information under his control. Wether he
has done so will in a particular case be a question of fact, decided by
ajury in nost states and the federal courts.

The traditional nmeasure of reasonabl e care bal ances the |ikelihood
and gravity of the potential injury, with the burden on the defendant to
prevent the injury. Cbviously the nore high profile the custodian, and
the nore sensitive the information, the greater the neasures that will
be required. Customin the industry is always evidence of reasonable
care, but is never conclusive. Additionally, the inmportance of
responding to security breaches when they happen, and pluggi ng hol es as
they are located can not be overstated. A failure to respond to a prior
simlar security breach practically begs a jury to find the defendant
liable.

If the custodian is a government agency, different rules my
apply. Under the Federal Tort C ains Act, agencies of the federa
government are generally liable to the sane extent as a private person
in simlar circunstances. State government agencies nay or may not be
liable for their negligence, depending on the rules of that particular
state. In many cases, however, specific statutes, rather than the
general doctrine of negligence, will set forth the scope of a
governnmental custodian's responsibility.

Under the Privacy Act, each federal agency nmust "establish
appropriate adm nistrative, technical, and physical safeguards to ensure
the security and confidentiality" of records containing persona
i nfornmation regarding any individual. The act allows any individua
injured by an agency's "intentional or willful" failure to conply. Wile
this standard prevents an agency frombeing liable for nmere negligence,
it is possible that an agency exhibiting a conplete disregard for
techni cal safeguards will be held liable for a resulting disclosure or
nodi fi cati on.

O her types of information in governnent custody are given greater
protection. The Internal Revenue Code provides that tax return
i nfornmati on shall not be disclosed except in certain limted
ci rcunst ances. The code provides for a civil action against the United
States for an intentional or negligent disclosure to an unauthorized
person. Wiile the vast nmajority of suits under this provision concern
vol untary, but unauthorized disclosure, there is no theoretical or
practical reason that it can not apply to negligent failure to protect
the tax return information.

Federal |aw requires any educational institution receiving federa
funds, either directly or through student |loans, to refrain from any
"policy or practice" of releasing student infornmation, except as
permtted by statute. While the penalty for violation is usually the
| oss of federal funds, courts have held that the unauthorized rel ease of
information is, in some cases, actionable by the injured student as a
civil rights violation. While perhaps unlikely to succeed, a plaintiff
mght claimthat failure to use adequate neasures to protect such
infornati on creates a practice of releasing student records in violation



of federal law, which in turn violates his civil rights. This nay becone
a genui ne issue, as school computers of various sorts are virtua
magnets for outside attackers.

Private entities are also specifically required to protect certain
ki nds of information in their care from unauthorized nodification or
di scl osure. Under the Fair Credit Reporting Act, "credit reporting
agenci es" are required to mmintain accurate consuner credit information,
and are prohibited fromdisclosing that information, except for
speci fied purposes. The act provides for a civil lawsuit by any consuner
injured by an agency's willful or negligent failure to ensure the
accuracy and confidentiality of information regarding them

State law typically regulates the disclosure of nedica
i nfornati on regardi ng any person. Wile the extent and nature of the
protection this information is given varies, and not every state allows
acivil suit by the injured patient, the najority of states permt one
whose nedi cal history or status is wongly disclosed to sue the party
responsible. This liability extends to negligent, as well as
i ntentional disclosures. Estate of Behringer v. The Medical Center at
Princeton, an instructive New Jersey case (concerning admnistrative,
rather then technical safeguards), notes that "it is the easy
accessibility to the [information] and the |ack of any neaningfu
nedi cal center policy or procedure to limt access that causes the
breach to occur...it is incunbent on the medical center, as the
cust odi an of the charts to take such reasonabl e nmeasures as are
necessary to insure that confidentiality. Failure to take such steps is
negl i gence". Such reasoning will easily extend to issues of technica
conputer security.

Several other kinds of infornmation (insurance clains, video
rentals, etc.) are accorded varying |evels of protection under federa
and state laws. Even if a civil cause of action is not explicitly

granted, the injured party may still have remedy in a claimof
negl i gence. The existence of a |aw specifically protecting the
information will, in many cases, operate to establish a |legal duty, and

set the standard of care.

V. FAI LURE TO PREVENT A SYSTEM UNDER ONE' S CONTROL FROM BEI NG USED TO
FACI LI TATE HARMFUL CONDUCT:

Scenari o: An ex-enployee of a m d-size whol esal er di scovers that his old
user I D and password have not been del eted. |npersonating an authorized
user of the wholesaler's system he gains access to the system of one of
t he whol esal er's custoners, and proceeds to cause extensive danmage. He
is arrested and convicted, but is unable to conmpensate the custoner. The
custonmer sues the wholesaler, claimng that their negligence has
resulted in a substantial |oss.

Conputers are not nmerely tools for information storage, they are
al so an inportant nmeans of comunication. Business partners often allows
their systens to interact at a high Ilevel of trust. A breach of one
party's system puts the other's systemat risk. Additionally, in a
nunber of situations, individuals are directly dependent upon computer
systenms run by others. Conputers operate heavy machinery and are
increasingly involved in nmedical care. A security breach could be
literally life threatening.

In a case such as the hypothetical, a contract between the parties
may expressly provide for the allocation of responsibility. If the



agreenment does not expressly address the issue, the injured part may
still sue for breach of contract, under the theory that the other's
failure to take reasonable steps to prevent this from happening is a
breach of the obligation to act in good faith, which inplied by law in
every contract.

Even if the attackers do not cause danmge to any system they nay
still create liability to third parties, by incurring costs which the
system operator nmust pay. The United States District Courts and the
Federal Conmuni cati ons Comi ssion have held the operators of tel ephone
systens responsible for the payment of charges for unauthorized | ong
di stance nade by "hackers".

Even if there is no relationship of trust, liability may stil
exi st for danage caused. Corporate and government infornmation systens
of ten have resources beyond those of any individual wongdoer. A breach
of one entity's systemmay give the "hacker" an enhanced ability to
conmt further bad acts ranging fromdefamati on to denial of service
attacks on other systens. The |egal renedy of the injured party, if any,

wi || be dependent on the type of injury suffered.

In a situation where one entity's systemis used, illicitly, to
directly cause property danmage or econonmic |oss to another, as in a
deni al of service attack, the potential remedy will be in a suit for
negl i gence. Whether the court will inpose a |egal duty will depend

greatly upon the facts of the case, but generally seenms unlikely. Not
only will the injury have to be foreseeable, but the court m ght decide,
as a matter of policy, not to create liability to everybody potentially
harmed by the unaut horized use of a systems resources. Cbviously
creating such a broad class of potential plaintiffs poses a serious

i mpedi nent to business growh. There will also be issues of contributory
negligence. If the injured party's own security was inadequate, and
contributed to their injury, this will serve to offset or elimnate the
danmages that the defendant is responsible for

If the claimis defamation or invasion of privacy, as where an
unaut hori zed person uses a conpany website to nmake public untrue or
enbarrassing i nformati on about another, the plaintiff is out of |uck
The federal Conmunications Decency Act of 1996 provides in part that "No
provider or user of an interactive conputer service shall be treated as
t he publisher or speaker of any information provided by another
i nfornati on content provider". This |aw serves to shield the operator of
any computer systemw th nultiple users fromliability for the speech of
any other party, authorized or unauthorized, using it's system

Clains of copyright infringenent, as mght arise if an
unaut hori zed person were to use a systemto store or distribute
another's intellectual property, are also barred. The federal Digita
M | | enni um Copyri ght Act, enacted in | ate-1998, protects a "service
provider" fromliability for the infringing activities of any user
whet her or not authorized, unless the operator had actual know edge that
the activity was occurring. This is simlar to the protections given by
the courts before the act went into effect. Note that in order for the
"service provider" to take advantage of the protections offered by the
Act, he or she must publicly identify a point of contact for clains of
i nfringement.

The Act is prinmarily concerned with the activities of legitimte
users of conpani es whose business is the provision of Internet services.
VWhet her it will apply in the context of an unwilling "service provider"
is an open question. Even if it does not, the systemoperator is



unlikely to be |iable, under the reasoning of the pre-Act federal court
decisions. As the United States District Court noted in Religious
Technol ogy Center v. Netcom On-Line Comruni cati on Services, Inc.

"al t hough copyright is a strict liability statute, there should still be
some el ement of volition...which is |lacking where a defendant's system
is merely used to create a copy by a third party". Obviously this is

all the nore true where the infringing user is unauthorized. It should
be noted that failure to pronptly stop the activity once di scovered may
lead to liability, regardl ess of whether the Act applies.

V. WARRANTY AND PRODUCTS LI ABI LI TY

Scenario: An Internet Service Provider purchases a new, off-the-shelf,
server software package. Sone tine after installation, the server is
conprom sed by "hackers", who vandalize the websites of several of the
provider's clients. The clients thereafter cease to do business with the
provi der. The provider sues the seller and manufacturer of the package,
claimng that its security features were defective, causing a
substantial |oss of revenue.

Concerns over Y2k have made liability for software failures a hot
button issue. Wiile there have been few court cases as yet, the subject
has received extensive academ c treatnment. However, few conmentators
have addressed the specific issue of liability for defective computer
security products.

This issue is exclusively one of state law, and will vary.
However, as this is an enmerging area of lawwithin the relatively
standardi zed field of comrercial transactions, a fairly uniform body of
law is likely to devel op

The standard by which [iability will be determned will initially
depend whet her the software is characterized as a product or as a
service. Wiile nearly all courts consider software purchased as a part
of a transaction involving a tangible item such as software pre-I|oaded
onto a personal computer, as a product, the treatnent of software
pur chased i ndependently has varied wi dely. The emerging majority view
consi ders package software as a product, while view ng custom software
as the services of the designer. Liability in cases where the software
is considered a service will be considered in part VI.

The nature of the liability will also depend on the sort of damage
done by the defective software product. |f the security breach causes
personal injury or property damage, the remedy may be in a suit for
Products Liability or negligence. However, in the ordinary comercia
setting, where the damage is merely "economc harnmf, such as | ost
profits, the renedy will be controlled by the express and inplied
warranti es acconpanyi ng the software.

Products Liability is a | egal doctrine which holds the
manuf acturer or seller of a product which is defective in design or
manuf acture responsi ble for the danage caused by the product w thout
regard to negligence. If the product is actually defective, they are
liable regardless of their level of care. A product is considered
defective if it departs fromits intended design in any way, has an
unr easonabl y dangerous design, or fails to warn of the risks associated
with the product. Any product may be the target of a failure to warn
claim and a departure fromintended design is possible in the context
of information security, as where a programrer |eaves hinmself a
"backdoor" during devel opnent and then fails to renove it either



accidentally or intentionally. However, nost clains in the area of
conputer security are likely to concern allegations of defectively poor
desi gn.

A product's design is defectively poor if it fails to mninmze
foreseeabl e risks, rendering the product unreasonably dangerous. This
determ nati on bears a resenblance to the basic negligence inquiry. The
i keli hood and seriousness of the potential harmis wei ghed agai nst the
burden to prevent the harm by adopting an alternative design or warning
of the danger. Practice in the industry weighs very heavily in
determ ni ng whet her a particular alternative design was reasonabl e.

Li kewi se, the expectations of the consuners of the product is a major
factor in determ ning reasonabl eness of design

In the hypothetical given, the court would |likely hear expert
testimony concerning the design of the product, the nature of the
security breach, and any possi bl e design choices that could have
prevented the breach. Wether the product was defective will generally
be a question for the jury. Wiether or not the buyer was hinmself
negligent, as by faulty installation of the software, or in sone way
assuned the risk of the product's failure, as by nodifying the software,
will also be a question of fact. If either of these is found to be the
case, his recover will be reduced or elimnated accordingly.

Whet her or not a court will allow products liability as a renedy
for a information security software failure is an open question. As
not ed above, Products Liability is generally limted to circunstances
i nvol vi ng non-econonic | oss. As di scussed above, this "econonmic |oss
rule” is not without it's detractors. However, in the context of
Products Liability, unlike negligence, the rule is still widely
accept ed.

The difference in treatnent is related to the differing reasons
for the rule’s adoption. The rule was originally applied to negligence
clains as a natter of policy, to avoid potentially "excessive"
liability. By contrast, the rule was applied to Products Liability
clains not as a matter of social policy, but as a matter of |ega
theory, to allow effect to be given to the product's warranties.

In East River S.S. Corp. v. Transanerica Del avel, a Suprenme Court
decision followed in nmany states, the court reasoned that if the
defective product danages only itself, or causes nerely "econonm c
damage", then the buyer has only been deprived of the benefit he
expected to receive fromhis purchase. This sort of loss is
traditionally dealt with as a breach of the parties’ contract or
warranty. However if the product causes harmto a person or to other
property, the loss is not of the sort typically contenpl ated when
pur chasi ng products, and can thus be given an i ndependent renedy such as
Products Liability.

The “economic loss rule” raises several issues when applied to
conputer security products. Separating property damage from economnic
loss nay be difficult. Wile sone | osses, such as the lost profits in
t he hypothetical, are clearly categorized as econom c, others, such as
danmage to other software and data, or the danage to a conpany's
reputation that can result froma breach, are not so easily pigeonhol ed.

Even if the loss is characterized as property damage, the recovery
may still be Ilimted to the warranty. While there have been no court
cases regarding conputer security products, several courts addressing
physi cal security devices, such as alarns, have refused to allow a suit



for Products Liability when the device failed. The courts reason that in
the case of security devices, danage to other property is exactly what
the parties had in m nd when the product was purchased, and thus the
buyer has only lost the benefit that he expected to receive fromhis
purchase, which is best dealt with by reference to the device's
warranty.

A suit for negligence in the hypothetical case runs into the sane
probl ens. The existence of a contract or warranty contenplating the sort
of loss that occurred would effect a claimof negligence in nmuch the
sanme way as a Products Liability claim

Fromthe above, it appears that a court facing the hypothetica
case would only permt the injured customer to sue for a breach of

warranty, rather Products Liability or negligence. As will becone
apparent, the difference is often nore acadenmi c that practical. The
major real difference is the greater willingness of the courts to

enforce a disclainer of warranty. Disclainers of negligence and Products
Liability clains, dealing as they do with personal injury and property
damage, are often not enforced, on grounds of public policy.

The nature and effect of the warranties for a conputer security
product will probably be governed by the Uniform Comercial Code (UCC).
Wil e the courts have differed over whether the UCC, which is primarily
concerned with the sale of goods, is applicable in the context of
package software, where the buyer is actually obtaining a limted
license to intellectual property, the majority view finds the UCC
applicable, either directly or by anal ogy.

Courts have also differed over who may be sued for a breach of
warranty. A warranty is a contract, and like any contract it is only
bi ndi ng upon the parties to it. In the case of package software, the
buyer and the designer have often had no dealings. While nbost nodern
courts allow a suit against the manufacturer directly, regardl ess, sone
courts require the buyer to sue the retailer fromwho he purchased the
product, the retailer to sue the whol esal er, and so on. Fromthe
designer's point of view however, the question is academc. Liability is
going to catch up with them one way or another

Under the UCC, there are two kinds of warranties, express and
inmplied. An express warranty is created by the seller’s actua
conmuni cations with the buyer. If the seller or designer clainms that the
product provides security against a particular sort of attack, this is
an express warranty. In such a case a successful attack of this kind
woul d be a breach of warranty. It should be noted that an allegation
that the seller has breached an express warranty is often acconpani ed by
an accusation of fraud. If credited, this accusation serves to avoid any
di sclainers of warranty, and increases the damages the buyer my
receive.

An inplied warranty is automatically created by | aw whenever a
product is sold. The inplied warranty rel evant here is the warranty of
nmerchantability, which guarantees that the product is "fit" for use to
whi ch such products are normally put. If the product is unfit, by reason
of design or manufacture, then the warranty is breached, and the seller
is liable for all foreseeabl e danage sustai ned by the buyer.

A product is unfit if it does not conformto the buyer's
reasonabl e expectations. If the product is simlar in quality to the
ot her products on the market it will normally not be found unfit. Wile
this standard and the standard for "defectiveness" under Products



Liability are not identical, the sanme result is reached in npbst cases. A
product with a "defect"” is likely to be "unfit", and vice versa. In the

context of information security products, no buyer can reasonably expect
perfect security. However, a buyer can reasonably expect the product to

be free of obvious errors, |oophole, and back doors.

Additionally, if the seller has reason to know that the buyer
i ntends the product for a specific use, and is relying on his expertise
to select the appropriate product (as where a novi ce buyer asks the
retailer to help himselect a security product), the software sel ected
nmust be fit for that particul ar purpose.

Express and inplied warranties nay be limted or disclained if
done in large print or other conspi cuous nanner. The |egal doctrine of
unconscionability places linmts on the extent to which liability nay be
disclained. If the parties did not actually bargain for the disclainer
(such as a disclainer in located in a “shrink-wap” software |icense),
and the disclainer is unreasonably favorable to the seller, it wll
probably not be enforced. Note that the courts have had no probl em
enforcing a common limtation of warranty, which limts the injured
party’s recovery to the purchase price of the product.

VI . | NFORVATI ON SYSTEM5 PROFESSI ONAL MALPRACTI CE

Scenario: A large investnment brokerage hires a reputable conputer
security consultant to i nprove the security of its system specifically
voi ci ng concerns over denial of service attacks. Shortly after the
consul tant has conpleted the job, the systemis subjected to a denial of
service attack, leaving it inoperable for 72 hours. The brokerage is
unable to trade effectively during this period, |osing a substantia
amount of noney, and several clients. They have sued the consultant
under several |egal theories.

Y2k concerns have al so pronmpted a flood of acadenic specul ation
concerning the liability of a software designer when his work is
characterized as the provision of a service. Again, little of the
comment ary focuses specifically on conputer security.

As noted above, designers of customsoftware are generally held to
be providing a service, as the "predom nant thrust" of the transaction
is not the provision of a finished good, but of their professiona
services. If the software fails to function effectively, the buyer's
best potential remedies will be in a suit for professional malpractice,
ordi nary negligence, or breach of contract.

Fromthe injured party's prospective, the professional mal practice
theory is the nbost attractive. The defendant will be held to a higher
standard of care, and will be liable for all damages, even if they are
purely econom c | osses.

Menbers of certain skilled professions are held to a higher
standard of care, in professional matters, than the “reasonabl e person”
standard of ordinary negligence. Wile the “reasonable person” in a
negligence case is required to use all of the skills possessed by the
average person, he is not required to possess any special skills. A
professional, on the other hand, is required to possess all of the
skills and knowl edge of a reputabl e nenber of that profession practicing
in the same locality. He nust also use reasonable diligence and his best
prof essi onal judgenent in applying those skills.



The few courts addressing the issue are divided over whet her
conput er professionals should be held to this heightened standard of
care. In Diversified Graphics, Ltd. v. Goves, a federal appeals court
concl uded that Ernst & Winney (now Ernst & Young), an accounting firm
had an obligation to use professional care when it assisted a snal
business in its purchase of conmputer system The court reasoned that the
client's reliance upon Ernst & Wi nney's superior know edge of
i nfornmati on systenms was inplicit in the consulting agreenent between the
parties, sufficing to hold themto the higher professional standard.

This conclusion is contrary to the vast najority of court
deci sions both prior and since. These decisions have refused to
recogni ze information services providers as "professionals” in this
context. The courts have noted that the professionals upon whomthe
hi gher standard is inposed (doctors, attorneys, accountants, etc.) are
typically subject to mnimumrequirenents of training and professiona
ethics, enforced by a systemof licensure and discipline. Infornmation
systens professionals are not subject to any such requirenents at this
tinme.

The Diversified case is regarded as wongly deci ded because the
court in that case sinply found that the client had relied on Ernst &
Wi nney, and that a professional duty was thus created. The Diversified
court never questioned the reasonabl eness of the client’s reliance.

O her courts addressing the issue have concl uded that absent universally
appl i cabl e professional standards and |icensure, such reliance is not
reasonabl e, and the technician should not be held to a professiona

| evel of care.

Consequently, information systens professionals are unlikely to be
subj ect to professional nal practice actions anytine in the near future.
Conputer security professionals are even less likely to be held to the
prof essi onal standard of care. As noted above, this heightened standard
is justified by the reasonable reliance placed by clients on the
professional's superior skills and ethics. Wiile the magjority of
conputer security professionals are well trained, conpetent, and
ethical, the field, perhaps nore so than conputer consulting in general
has it's share of "ex-hackers", private investigators, and others
of fering consulting services who nay or may not live up to professiona
standards. It does not appear likely that any court addressing the issue
woul d find that the profession was suitable, at present, for the
i nposition of the professional standard of care.

The fact that the court will not inpose a high standard of care
does not nean that no care is required. Those courts refusing hold
i nfornati on systenms professionals to the higher standard of care have
been quick to point out that a failure to use the “reasonabl e care”
exerci sed by an ordinary person still qualifies as negligence, and is
actionable. If the action is for ordinary negligence, one nmust contend
with the economc loss rule. As there is a typically a contract between
the parties, courts generally Iimt negligence actions to situations not
contenpl ated when the parties nmade their contract, i.e. personal injury
and property danmage, just as they do in actions alleging Products
Liability.

The nost common renedy available to the injured client will be a
suit for breach of contract. As a general rule, failure to exercise
reasonabl e care in performng one’s contractual obligations constitutes
a breach of the contract, and of the inplied promse to act in good
faith. This will entitle the injured client to conpensation for his
di sappoi nted expectations, and for all reasonably foreseeabl e harm he



suffers as a consequence. The contract may, however, nodify these
general principles and lint the consultant’s liability. The nature

O the client's recovery will thus depend a great deal on the terns of
the parties’ contract.

VI1. FUTURE OUTLOOK

The legal field surrounding liability for "cybertorts” in general
and computer security failures in particular, is poised on the brink of
a massi ve explosion. Conputer crine will becorme nore lucrative as nore
value is entrusted to informati on systens. Significant segnents of
enmergi ng economes may turn to various forns of "hacking" to conpensate
for industrial and technol ogi cal deficiencies. As the Internet brings
nore individual consuners into contact with |arge infornmation systens,

t he sheer nunmber of potentially injured parties increases. A conpany or
agency whose security is breached could be faced with any nunber of

| awsuits, or worse, a large class action suit. Even if no danage is done
out side of the conpany itself, the shareholders may still attenpt hold
the officers liable if their carel essness contributed to the |oss. This
potential for nmassive liability has not gone unnoticed. At |least three
maj or i nsurance conpani es now of fer "hacker insurance" policies,
covering | osses sustained by the insured conpany both directly, and as
the result of third party liability.

The maj or | egal change on the horizon cones in the formof the

Uni form Conputer Information Transactions Act (UCI TA). Proposed by The
Nat i onal Conference of Comm ssioners on Uniform State Laws, an advisory
group, UCITA will have to be approved by a state's |egislature before
becoming law in that state. Wiile sone of the group’s previous efforts,
such as the UCC, have been wi dely accepted, many have received a |ess
favorabl e response. As the final draft of UCIH TA has yet to be subnmitted
to any state, it remains to be seen whether UCITA will becone the | aw
anywher e.

| f adopted, UCI TA would bridge the gap between product and
service. UCITA generally considers "conputer information", whether
package or custom as a product, subject to the general warranties,
renedies, and limtations currently applicable to goods under the UCC.
However, if the developer is paid for his tine, rather than for the
finished product, it will be presuned that he guarantees only that he
used reasonable care in his work, and does not guarantee the software’s
fitness. The Act makes no provision for a heightened standard of care.
Products Liability remains available to conpensate for personal injury
and property danmage, although UCI TA provi des no gui dance as to what
constitutes property. Additionally, while UC TA makes "shri nk-w ap"
licenses generally enforceable, a disclainmer of warranty or limtation
of remedy made in such a manner is as unlikely to be enforced under
UCI TA as under current |aw.

VI11. CONCLUSI ON

Wil e no conduct is a guaranteed shield against liability, an

entity which maintains a neani ngful security policy, consistently

i mpl enented and enforced, responds quickly to identified problens, and
keeps accurate and conplete records, should be able successfully defend
its actions. The standard which pervades tort law, and this article, is
one of reasonable care. This is not an unattainable ideal or a conpl ex
standard. It is, for the nobst part, sinple and straightforward. It does
not take a | awer to define reasonable care. The reader of this paper is
likely better qualified than the author to describe what is reasonabl e



in the computer security field. Wien in doubt, think long-term and
envision justifying an action or policy in a courtroom
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